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Introduction

Linear code
1 (Fn, ‖·‖), F a finite field and ‖·‖ a norm

2 Linear code C = v.ss of (Fn, ‖·‖)

C =
k⨁︁

i=1
F v⃗i

where v⃗i are linearly independent.

3 The matrix G =

⎛⎜⎜⎜⎜⎝
v⃗1
.
.
.

v⃗k

⎞⎟⎟⎟⎟⎠ is called a generator matrix of C

4 Any k × n matrix whose rows form a basis of C is also a generator matrix of C
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Introduction

Hamming metric
Let Fqm/Fq and x⃗ = (x1 · · · xn) ∈ Fn

qm.

‖x⃗‖h = #{ i : xi ̸= 0}

Example
F = F25 = F2 < w >=< 1, w , w 2, w 3, w 4 >F2

x⃗ = (w , 0, 0, w)

‖x⃗‖h = 2
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Introduction

Decoding w⃗ ∈ Fn in C = Closest Vector Problem (CVP)
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Introduction - Decoding
Hardness of decoding

Decoding is NP-Hard for a "random" linear code

For Hamming metric: Berlekamp-McEliece-Van Tilborg ’78

Solving the decoding problem

Information set decoding

Introduced by Prange ’62

Complexity: 2at(1+o(1))

a = constante(k
n ,

t
n)
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Introduction - Decoding

Some codes with efficient decoding algorithms

1 GRS codes ’60 One-variable polynomials

2 Goppa codes ’70 Sub-field sub-codes of GRS codes

3 Reed-Muller codes ’54 Multivariate polynomials
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Theory of error correcting codes
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Plan

1 Code-Based Cryptography

2 Rank-Based Cryptography

3 New Direction for Rank-Based Cryptography
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McEliece Cryptosystem

McEliece Cryptosystem (’78)
1 Based on linear codes equipped with an efficient decoding algorithm

Public key = random basis

Private key = decoding algorithm (good basis)

2 McEliece proposed binary Goppa codes

Security assumptions
Indistinguishability of Goppa codes Courtois-Finiasz-Sendrier ’01

Hardness of decoding a "random" linear code
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McEliece Cryptosystem (’78)

Advantages
1 Encryption and decryption are very fast

2 No efficient attack

3 Candidate for Post-Quantum Cryptography
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McEliece Cryptosystem - Reduction of key size

Use another family of codes

1 GRS codes by Niederreiter ’86

2 Reed-Muller codes by Sidelnikov ’94

3 Algebraic geometric codes by Janwa-Moreno ’96

4 LDPC codes by Monico-Rosenthal-Shokrollahi ’00

5 Wild Goppa (non-binary) by Bernstein-Lange-Peters ’10

6 Polar codes by Shrestha-Kim ’14
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McEliece Cryptosystem - Reduction of key size
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McEliece Cryptosystem (Use more structured codes)
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McEliece Cryptosystem - Reduction of key size

Several families do not behave like random codes

Example: GRS Codes - Distinguisher based on code product

Schur / Star product of a⃗ = (a1, ..., an), b⃗ = (b1, ..., bn) ∈ Fn
q

a⃗ ⋆ b⃗ def= (a1b1, ..., anbn)

A and B are two codes of length n.

A ⋆ B
def=
{︁

a⃗ ⋆ b⃗ : a⃗ ∈ A , b⃗ ∈ B
}︁

B = A → A 2

"Random" code A

dim(A 2) =
(︂

dim(A ) + 1
2

)︂ GRS code

dim(GRS2) = 2 dim(GRS)− 1
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McEliece Cryptosystem - Reduction of key size

Date Scheme Attack Complexity

1994 GRS Sidelnikov-Shestakov polynomial

2007 Reed-Muller Minder-Shokrollahi Sub-exponential

2013 GRS Couvreur-Gaborit-Gauthier-Otmani-Tillich polynomial

2010 quasi-cyclic alternants Faugère-Otmani-Tillich polynomial

2013 Reed-Muller Chizhov-Borodin polynomial

2014 Wild Goppa (non-binary) m = 2 Couvreur-Otmani-Tillich polynomial

2014 AG Codes Couvreur-Màrquez Corbella-Pellikaan polynomial

2014 quasi-dyadic Goppa Faugère-Otmani-Perret-Portzamparc-Tillich polynomial

2014 AG codes Couvreur-Màrquez Corbella-Pellikaan polynomial
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Rank Metric Vs Hamming Metric

Example
F = F25 = F2 < w >=< 1, w , w 2, w 3, w 4 >F2

x⃗ = (w , 0, 0, w)

1 Hamming metric:
‖x⃗‖h = 2

2 Rank metric:
‖x⃗‖2 = dim (< w , w >F2) = 1
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Rank Metric Vs Hamming Metric

Hardness of decoding
Decoding is NP-Hard for a "random" linear code

* For Hamming metric: Berlekamp-McEliece-Van Tilborg ’78

* For Rank metric: Gaborit-Zémor ’16

Solving the decoding problem

1 Hamming metric

Information set decoding

Complexity: 2at(1+o(1))

a = constante(k
n ,

t
n )

2 Rank metric :

Ourivski-Johannsson ’02

(tm)32kt+f (k,t)

Aragon-Gaborit-Hautville-Tillich ’18 (n ⩾ m)

(n − k)3m32w⌈ (k+1)m
n ⌉−m
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Plan

1 Code-Based Cryptography

2 Rank-Based Cryptography

3 New Direction for Rank-Based Cryptography
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Rank metric cryptography

Gabidulin-Paramonov-Tretjakov cryptosystem ’91

1 Rank metric with Gabidulin codes
2 But many attacks

Gibson’s attacks ’95, ’96

Overbeck’s attack ’05

Some GPT Variants

Gabidulin ’08

Rashwan-Gabidulin-Honary ’10
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Gabidulin-Based Cryptosystem

Gabidulin’s codes do not behave like random codes

Overbeck’s distinguisher :

Λf : Fn
qm −→ Fn

qm

U ↦−→ Λf (U ) def= U + U q + · · · + U qf

"Random" code A

dim(Λf (A )) = min{n, k(f + 1)},

Gabidulin code

dim(Λf (Gab)) = dim(Gab)+f
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New and interesting progress in rank metric

LRPC Codes with application to cryptography 1

V =< v⃗1, · · · , v⃗d >Fq⊂ Fqm

H ∈ℳn−k×n (V ) , Rank (H) = n − k

Gpub ∈ℳk×n (Fqm) such that HG t
pub = 0

The public key is

(Gpub, t) with t ⩽
n − k

d

1Gaborit-Murat-Ruatta-Zémor ’13
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A Basic LRPC Cryptosystem

Encryption with LRPC Codes

m⃗ ∈ Fk
qm a message to encrypt

E =< b⃗1, · · · , b⃗t >Fq⊂ Fqm

e⃗ $←− E n

The ciphertext is
y⃗ = m⃗Gpub + e⃗
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A Basic LRPC Cryptosystem

Decryption

Compute the syndrome

s⃗ = H y⃗T = HGT
pubm⃗T + H e⃗T = H e⃗T

Remember that

H = (hij)i ,j =
(︃ d∑︁

ℓ=1
hijℓv⃗ℓ

)︃
i ,j

, hijℓ ∈ Fq

And

e⃗ = (e1, · · · , en) =
(︃ t∑︁

r=1
e1r b⃗r , · · · ,

t∑︁
r=1

enr b⃗r

)︃
=
(︃ t∑︁

r=1
e𝜂r b⃗r

)︃
𝜂

, e𝜂r ∈ Fq

Thus,
si ∈ < v⃗1b⃗1, v⃗1b⃗2, · · · , v⃗d b⃗t >Fq
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A Basic LRPC Cryptosystem

Decryption

We have si ∈< v⃗1b⃗1, v⃗1b⃗2, · · · , v⃗d b⃗t >Fq

That is to say
S =< s1, · · · sn−k >Fq ⊆ < v⃗1b⃗1, v⃗1b⃗2, · · · , v⃗d b⃗t >Fq

For d , t, dt ≪ n − k , w.h.p we have dim S = dt
i.e,

S =< s1, · · · sn−k >Fq = < v⃗1b⃗1, v⃗1b⃗2, · · · , v⃗d b⃗t >Fq

For ℓ = 1, · · · , d compute Sℓ = v⃗−1
ℓ S and

d⋂︁
ℓ=1

Sℓ
w.h.p= < b⃗1, · · · , b⃗t >Fq= E
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LRPC Code-Based Cryptosystem

Security assumptions

Indistinguishability of LRPC codes : Gaborit-Murat-Ruatta-Zémor ’13

Hardness of decoding a "random" rank-metric code
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Rank-Based Cryptography in the NIST competition
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Rank-Based Cryptography in the NIST competition
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Excerpt from the NIST Report on the Second Round of the PQCS

"... Despite the development of algebraic attacks, NIST believes

rank-based cryptography should continue to be researched. The rank

metric cryptosystems offer a nice alternative to traditional hamming

metric codes with comparable bandwidth... " 2

2Status Report on the Second Round of the NIST Post-Quantum Cryptography Standardization Process, July
2020
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Plan

1 Code-Based Cryptography

2 Rank-Based Cryptography

3 New Direction for Rank-Based Cryptography
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Starting Point of Recent Algebraic Attacks
C is a (n, k)Fqm−code generated by G
y⃗ = c⃗ + e⃗ = m⃗G + e⃗ is the received word with Rank Fq (⃗e) = r
The problem is to find e⃗

Ourivski-Johansson’s Modelling

Cext the (n, k + 1)−code generated by

Cext =<

⎛⎝G
y⃗

⎞⎠ >Fqm =<

⎛⎝G
e⃗

⎞⎠ >Fqm =<

⎛⎝ G
m⃗G + e⃗

⎞⎠ >Fqm

=⇒ ∃c⃗ ′ ∈ Cext s.t RankFq (⃗c ′) = r

Each solution is of the form c⃗ ′ = 𝜆e⃗, 𝜆 ∈ F*qm

There is exactly one solution of the form c⃗ ′ = (1, c ′2, · · · , c ′n)
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Starting Point of Recent Algebraic Attacks

C is a (n, k)S−code generated by G
y⃗ = c⃗ + e⃗ is the received word with Rank R (⃗e) = r
The problem is to find e⃗

Ourivski-Johansson’s Modelling

Cext the (n, k + 1)−code generated by

Cext =<

⎛⎝G
y⃗

⎞⎠ >S =<

⎛⎝G
e⃗

⎞⎠ >S =< (Ik+1 | R) >S

=⇒ ∃c⃗ ′ ∈ Cext s.t RankFq (⃗c ′) = r
Each solution is of the form c⃗ ′ = 𝜆e⃗, 𝜆 ∈ S*

There is exactly one solution of the form c⃗ ′ = (1, c ′2, · · · , c ′n) ??
Hervé Talé Kalachi Talk LACGAA Seminar, UCAD April 15, 2023 49 / 56



Rank Metric Codes-Based Cryptography over Finite Rings
Another Fact : zero divisors

Let R = Z6 and A =
⎛⎝5 0

0 3

⎞⎠ . 2A =
⎛⎝4 0

0 0

⎞⎠ .

We have
RankR (A) = 2, while RankR (2A) = 1

Rank Decoding Problem over Finite Rings
Hardness ? a

Combinatorial algorithms ?
Algebraic Algorithms ?

aHervé Talé Kalachi, Hermann Tchatchiem Kamche. On the rank decoding problem over finite principal ideal
rings. Advances in Mathematics of Communications

Existence of structured rank metric codes over finite rings ?
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Some Progress for Rank Based Crypto over FR
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Security and Parameters
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